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As an educator, you’re responsible for a great deal of information about the students in your care, from
contact and demographic details to information about their religious affiliation or sexuality. This can affect
everything from a student’s support needs and educational outcomes to resource and funding allocation for
the school. The student’s caregivers are stakeholders in this regard, and they expect that any personal
information they share with the school will be kept secure and handled in a way that respects student
privacy.
But did you know that sharing one photo of a child at school can potentially and instantly give away all of
that information?
How photos, videos and audio recordings fit into an educator’s duty of care
The taking of school photos used to be an annual affair, but in this digital age, it has become a daily
concern, especially when it comes to a student’s privacy and online protection. Added to this complexity, is
the increase use of student images and recordings for school administration activities – including for
enrolment, medical reporting, student identification, attendance checks, marketing and communications
activities. The use of digital technologies means that caregivers are also now experiencing a greater flow of
information from the school (by email and social media) about their student’s progress, performance and
involvement in school community life.
Here are five important considerations schools need to make on the capture, storage and use of students’
images and recordings.
1. Social media usage
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For many schools, a social media presence is a ‘must’ and in several cases schools have multiple social
media accounts, where their feeds – whether public or considered ‘closed’ to verified members of the
school community – have become a central point of communication. These platforms have made it easier
for schools to share information about their events and achievements and these updates are often
accompanied by images of students in the school learning, achieving, and playing.
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Social media has made it easy for schools to share, but despite being free, there is an obvious cost –
information about these students are being collected by these platforms. Have you read the terms and
conditions and privacy policies of all the social media account providers your school uses? Do you agree to
all the uses and disclosures of your school’s and its students’ information set out in those policies? And
have you got informed consent?

Teachers’ HECS debt to be waived:
Close the Gap

Do your due diligence and evaluate your school’s social media use consent process to ensure that it clearly
defines for students what will or is highly likely to happen to their images and other personal information
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when posted by the school to social media. Schools are responsible for ensuring the privacy and security of
personal information collected from students in all forms of publication.
2. Cyber risks
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Schools would do well to tune their privacy radar to potential harm caused in order to issue the best
protection. Sharing students’ information – including their image – may increase the risk of:
Bullying/cyberbullying
Being socially ostracised or excluded (perhaps as a result of unwarranted attention brought to a student
following the publication of their image online)
Grooming
Stalking
Domestic violence
Identity theft
It is not a stretch to argue that a school’s publication of a student’s image to its social media feed without
their consent, that is, before giving a caregiver or student the opportunity to apply their right to privacy,
could place the school in a position of breaching its Duty of Care to support the privacy rights of students
enshrined in our legislation.
While practising active consent and implementing a privacy policy aren’t sure-fire defences against these
situations, they go a long way to reduce potential harm. Unfortunately, there are many examples of
incorrect or inappropriate use of images and recordings of children causing both physical and emotional
harm – I have seen it as a father first-hand many times – therefore, protecting student images must be a
core component of any responsible effort to use data and technology to improve school and student
outcomes.
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3. Acquiring consent
If a school intends to exercise its copyright over an image that is also the personal information of a
student, it must first ensure that it has collected and will be using and sharing that image in accordance
with the relevant privacy principles. Therefore, establishing clear protocols around the collection of student
images by a school, including consent processes that define what will happen to those images in the future,
is absolutely vital.
Parents should be in control of how their child’s photos are shared by the school. Some parents might be
enthusiastic about their child’s achievements and photos being shared online, while others have child
protection reasons for needing to keep their child’s photo and school information very private. Some
parents might be happy to receive annual school photos and have their child’s photo in the school
yearbook, but not the school’s website or school marketing material. It is all about clear communications
and choice.
These choices must be respected and adhered to, with careful consent management processes in place.
But for many schools, consent is an administrative minefield. Not only does it appear endless in scope, it is
also difficult to update, change or revoke, especially if consent is predominantly a form-based process. On
the other side, not all students or their families are enthusiastic participants when it comes to school
requests for consent and it can be a challenge to police, especially if responsibility falls to a person who
doesn’t deal with students directly.
These challenges do not, however, remove from schools the responsibility to seek consent for the use and
disclosure of personal information, including images. Where schools find consent to be an administrative
headache, they should seek advice and support from education leaders or privacy specialists to improve the
situation. Or they should use photo management software with inbuilt consent measures to ensure images
are used only for consented purposes.
4. Poor consent processes
Poor consent processes have the potential to do more harm than good. Here are two common types of
consent processes that are ill-advised:
Coercive consent: where a school may advise, for example, that, “If consent isn’t provided, a student
cannot enrol”, or, “if your child cannot have their photographed shared, then they cannot participate in
the school play”.
Bundled consent: where a school’s approach is, “If we have consent for everything all on one vague
form, we are covered.”
Coercive consent isn’t consent at all. If a student truly cannot enrol without the school being able to do a
particular thing with their images, it is a Condition of Entry, not a request for permission.
Yes, images are often necessary for the school to function, such as to identify students at the daily roll call
or for medical purposes, such as to identify those who are at risk of anaphylactic allergic reactions.
However, these conditions should be clearly and visibly stated in a school’s Collection Statement or Privacy
Notice for a parent or student to read and understand before they supply personal information. These
limited examples should
give a school carte blanche to collect, use and disclose all images of a student
on the threat of withholding enrolment or missing out on everyday school activities.
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Bundled consent occurs when multiple uses or disclosures of personal information are set out together
without the ability for a person to consent to each item separately. This often occurs when schools wish to
reduce an administrative burden but can often result in consent being withheld for all cases even if the
student and their caregiver agree to some uses (and hinders the school from including the student in
communications) or consent is begrudgingly given for everything, resulting in some cases of discomfort
from the student.
Sometimes the image consent is bundled with other types of permissions, such as medical or financial
consent, and caregivers may feel pressured to give consent to the full list in order to ensure that their
agreement with certain items is properly recorded, which also raises issues about whether the consent is
truly voluntary.
If your consent form has a list of multiple items but only one place to say ‘yes’ or ‘no’, you should
reconsider its design. Paradoxically, bundling may seem to reduce the administrative burden, but it actually
complicates matters. Each individual consent is a record of a decision made by a student or their family in
relation to what the school may do with their personal information, and from a record-keeping perspective,
it makes it difficult to record specific decisions for multiple, often unique, items under one broad
agreement.
5. Data breaches
Australian privacy law requires that personal information is kept secure. Obligations include taking
reasonable steps to prevent unauthorised access, use or misuse, disclosure, destruction or loss of personal
information, dependent on the type of personal information you hold, the format it is kept in, and the
degree of sensitivity it has to the individual. Additionally, there are obligations regarding the transfer of
personal information overseas.
Schools are increasingly using cloud-based services for records management, image management, travel
management, surveys and learning platforms in addition to their uses of social media. Schools remain
responsible for ensuring the privacy and security of personal information collected from students, even if
they pass along the management of that personal information to someone else.
The Deloitte Australian Privacy Index ranks the education sector as one of the weakest sectors on privacy.
If you are using digital technologies or cloud services to deal with student images, you need to:
read and understand their terms and conditions
check they are subject to the requirements of the

Privacy Act 1988

agree to all the uses and disclosures of your school’s and its students’ information set out in those
documents
check they have adequate controls in place to secure personal information
check they do not store data in a jurisdiction that is less secure than Australia
check that you have control over the service should they do the wrong thing with your school’s
information (e.g. Can you make them stop? Can you get the information back? Can you seek a remedy
for any harm suffered as a result of their action?)
Schools that give their business to privacy compliant local providers arguably reduce their risk, so consider
using Australian companies or an Australian subsidiary of a global outfit and make sure they manage and
store data and any backups securely in Australia – not having all or parts being sent overseas.
While digital technology – from record keeping programs to social media platforms – has made it easier for
a school to collect, store and use information it collects about students, the digital age also brings fresh
questions about a schools’ Duty of Care with regard to students’ right to privacy concerning their image and
the security of that data. A clearly communicated policy and robust consent processes will go a long way to
ensure risks are reduced for the long-term health of students’ digital footprints.

Colin Anson is the CEO and co-founder of child image
protection and photo storage solution, pixevety.
Do you have an idea for a story?
Email dallas.bastian@apned.com.au
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